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Abstract

Coverage and energy conservation are two majoessgu wireless sensor networks (WSNs), especially
when sensors are randomly deployed in large ateasuch WSNs, sensors are equipped with limiteetifife
batteries and redundantly cover the target aredad® the short lifetime of the WSN, the objectivdo optimize
energy consumption while maintaining the full segstoverage. A major technique to save the enexd¢y use a
wake-up scheduling protocol through which some sogtay active whereas the others enter sleep states to
conserve their energy. This study presents anraigilgorithm for node

Self scheduling to decide which ones have to switcthe sleep state. The novelty is to take intoant
the remaining energy at every node in the decisibturning off redundant nodes. Hence, the nodd \sitlow
remaining energy has priority over its neighborember sleep state. The decision is based on ale@hborhood
knowledge that minimizes the algorithm overheadvéofy and evaluate the proposed algorithm, sithfes have
been conducted and have shown that it can condritauextend the network lifetime. A comparison wéttisting
works is also presented and the performance gaénisighlighted.

I ntroduction

Uninterrupted availability of the open
wireless medium to interconnect participating nodes
However, the open nature of this medium leaves it
vulnerable to multiple security threats. Anyonehnat
transceiver can eavesdrop on wireless transmissions
inject spurious messages, or jam legitimate ones.
While eavesdropping and message injection can be
prevented using cryptographic methods, jamming
attacks are much harder to counter. They have been
shown to actualize severe Denial-of-Service (DoS)
attacks against wireless networks. In the simplest
form of jamming, the adversary interferes with the
reception of messages by transmitting a continuous
jamming signal , or several short jamming pulses.
Typically, jamming attacks have been considered
under an external threat model, in which the jammer
is not part of the network. Under this model, jamgni
strategies include the continuous or random
transmission of high-power interference signals.
However, adopting an “always- on” strategy has
several disadvantages. First, the adversary has to
expend a significant amount of energy to jam
frequency bands of interest. Second, the continuous
presence of unusually high interference levels make
this type of attacks easy to detect. Conventional
antijamming techniques rely extensively on spread-
spectrum (SS) communications , or some form of
jamming evasion (e.g., slow frequency hopping, or
spatial retreats.
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SS techniques provide bit-level protection
by spreading bits according to a secret pseud@nois
(PN) code, known only to the communicating parties.
These methods can only protect wireless
transmissions under the external threat model.
Potential disclosure of secrets due to node
compromise neutralizes the gains of SS. Broadcast
communications are particularly vulnerable under an
internal threat model because all intended recgiver
must be aware of the secrets used to protect
transmissions. Hence, the compromise of a single
receiver is sufficient to reveal relevant cryptqire
information.

In this paper, we address the problem of
jamming under an internal threat model. We consider
a sophisticated adversary who is aware of network
secrets and the implementation details of network
protocols at any layer in the network stack. The
adversary exploits his internal knowledge for
launching selective jamming attacks in which
specific messages of “high importance” are targeted
For example, a jammer can target route-
request/route-reply messages at the routing layer t
prevent route discovery, or target TCP
acknowledgments in a TCP session to severely
degrade the throughput of an end-to-end flow. To
launch selective jamming attacks, the adversaryt mus
be capable of implementing a “classify-then-jam”
strategy before the completion of a wireless
transmission. Such strategy can be actualizedreithe
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by classifying transmitted packets using protocol
semantics, or by decoding packets on the fly. i th
latter method, the jammer may decode the first few
bits of a packet for recovering useful packet
identifiers such as packet type, source and destina
address. After classification, the adversary must
induce a sufficient number of bit errors so tha th
packet cannot be recovered at the receiver. Sedecti
jamming requires an intimate knowledge of the
physical (PHY) layer, as well as of the specifiés o
upper layers.

Literature Survey
2.1 Jamming and Sensing of Encrypted Wireless
Ad Hoc Networks
Problem For mulation

This paper considers the problem of an
attacker disrupting an encrypted victim wirsles
ad hoc network through jamming. Jamming is
broken down into layers and this paper fesus
on jamming at the Transport/Network layer.
Jamming at this layer exploits AODV and TCP
protocols and is shown to be very effective
simulated and real networks when it can eens
victim packet types, but the encryption s
assumed to mask the entire header and centent
of the packet so that only packet size, timiggg
sequence is available to the attacker farsisg.
Resear ch Design

Within the framework defined so far this
paper provides seven contributions.

First it demonstrates the potential

Transport/Network layer jamming gains

within a simulated environment.

» Second a simulated jamming protocol is
developed that allows testing on an ad
hoc network of lap top computers.

» Third the potential jamming gains are
demonstrated on a live network using the
simulated jamming protocol.

» Fourth a sensor is developed that uses
packet size, timing, and sequence. It uses
off-line sensing to adapt an online sensor
to the current network conditions and a
probabilistic model of the sizes and
inter-packet timing of different packet
types. A historical method for detecting
known protocol sequences is used to
develop the probabilistic models.

» The fifth is an active jamming
mechanism to force the victim network
to produce known sequences for the
historical analyzer.

» The sixth is the online classifier that makes
packet type classification decisions. The
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method is tested on live data and found
that for many packet types the
classification is highly reliable.
» Finally the relative roles of size, timing,
and sequence are discussed along with
the implications for making networks
more secure.
Findings

The simulation and experimental results
show that jamming has the potential for large
gains, if the packet types are identified. isTh
section describes the approach to sensing packe
types. There are two approaches to classifying
packets into types. The first classifies paclats
they arrive (so-called online classification). The
second is allowed to collect more observations
before making the decision on packet type- (so
called offline classification). Online classé#tion
is the preferred approach, but as will bevsh
in the following subsections, both online and
offline classification have a role.
Conclusionsand Limitations

This paper presented initial results in
designing such a layered attacker for the
Transport/Network  layer. Jamming can  get

significant jamming gains, well over 100, whén
knows the packet type and timing. Interedying
most of these gains were produced by attgcki
packets above the ad hoc network layer. Eotgo
introduce highly predictable timing that can be
exploited. The limited information of packeizes
timing, and sequence is enough to accurately
predict packet types. Future work will fully
connect and test the jamming and sensingchwhi
were treated separately. The statistical sensimds
continue to be refined. A few representative
attacks were presented and the test bed tools
described here are being used to methodically
evaluate other attacks. Scaling to larger ad h
networks and networked attackers is the long term
gOal.
2.2 Mitigating Control-Channel Jamming Attacks
in Multi-channel Ad Hoc Networks
Problem Formulation

We address the problem of control-channel
jamming attacks in multi-channel ad hoc networks.
Deviating from the traditional view that sees
jamming attacks as physical-layer vulnerability, we
consider a sophisticated adversary who exploits
knowledge of the protocol mechanics along with
cryptographic quantities extracted from compromised
nodes to maximize the impact of his attack on highe
layer functions
Resear ch Design

New security metrics are defined that
quantify the adversary's ability to localize anchyle
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legitimate nodes access to the control channel. We
develop a randomized distributed channel
establishment scheme that allows nodes to estadblish
new control channel using frequency hopping. Under
our scheme, network nodes are able to temporarily
construct a control channel until the jammer is
removed from the network. Our scheme differs from
classical frequency hopping in that the
communicating nodes are not synchronized on the
same hopping sequence, but each node follows a
unique hopping sequence. This leads to unique
identification of the set of compromised nodes by
nearby nodes. Assuming perfect random sequence
generators, we analytically evaluate the expected
delay until a control channel is re-established ted
expected fraction of time that the control changel
available. We verify our analytic results via exdie
simulations.
Control Channel M aintenance
Consider a single cluster with each node
being within one hop from the CH. Suppose the
current control channel is jammed by an adversary.
The main idea behind our scheme is to have each
node of the cluster hop between channels in a
pseudo-random fashion, following a unique hopping
sequence not known to other nodes. This way if the
jammer captures the hopping sequence of a
compromised node, this node can be uniquely
identified. Once the compromised node has been
identified, the CH updates the hopping sequences of
all nodes in the cluster except the compromised one
Hence, the effectiveness of a jammer that exploits
knowledge from compromised nodes becomes
equivalent to the effectiveness of a jammer that
randomly hops between channels. Note that our
method is not a permanent solution for the control
channel allocation, nor can it permanently be deed
data communications due to its high communication
overhead and delay. Rather, our scheme temporarily
restores a control channel until the jammer and any
com-promised nodes are removed from the network.
Conclusionsand Limitations
From we conclude that, a randomized

distributed channel establishment scheme that allow
nodes to select a new control channel using
frequency hopping. Our method differs from cladsica
frequency hopping in that the communicating nodes
are not synchronized to the same hopping sequence.
Instead, each node follows a unique hopping
sequence. We showed that our scheme can uniquely
identify compromised nodes through their unique
sequence and exclude them from the network. We
evaluated the performance of our scheme based on
the newly proposed metrics of evasion entropy,
evasion delay, and evasion ratio. Our proposed
scheme can by utilized as a temporary solution for
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the control channel re-establishment until the jamm
and the compromised nodes are removed from the
network
2.3 The Feasibility of Launching and Detecting
Jamming Attacksin Wireless Networ ks
Problem For mulation

In this paper, we examine radio interference
attacks from both sides of the issue: first, wedgtu
the problem of conducting radio interference atsack
on wireless networks, and second we examine the
critical issue of diagnosing the presence of jangmin
attacks. Specifically, we propose four different
jamming attack models that can be used by an
adversary to disable the operation of a wireless
network, and evaluate their effectiveness in teofns
how each method affects the ability of a wireless
node to send and receive packets. We then discuss
different measurements that serve as the basis for
detecting a jamming attack, and explore scenarios
where each measurement by itself is not enough to
reliably classify the presence of a jamming attack.
Resear ch Design

we propose two enhanced detection
protocols that employ consistency checking. That fir
scheme employs signal strength measurements as a
reactive consistency check for poor packet delivery
ratios, while the second scheme employs location
information to serve as the consistency check.
Throughout our discussions, we examine the
feasibility and effectiveness of jamming attacksl an
detection schemes using the MICA2 Mote platform
Findings

In order to understand the effect that a
jammer would have on the received signal strength,
we performed six experiments. In the first two
experiments, we have two Motes, a sender A and a
receiver B, which are 30 inches apart from each
other. In the ™ first case, A transmits 20 packets p
second, corresponding to a traffic rate of 5.28kbps
which we refer to as a CBR source. In the second
case, A transmits at its maximum rate; as soohas t
send function returns to the application level
asynchronously, either because the packet is
successfully sent or because the packet is dropped
(the packet pumping rate is larger than the radio
throughput), it posts the next send function. Sach
sender is referred to as a MaxTraffic source, and
corresponds to a raw traffic rate of 6.46kbps.

Conclusions and Limitations

We then studied the issue of detecting the
presence of jamming attacks, and examined the
ability of different measurement statistics to slés
the presence of a jammer. We showed that by using
signal strength, carrier sensing time, or the packe
delivery ratio individually, one is not able to
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definitively conclude the presence of a jammer.
Therefore, to improve detection, we introduced the
notion of consistency checking, where the packet
delivery ratio is used to classify a radio linkres/ing
poor utility, and then a consistency check is
performed to classify whether poor link qualitydise
to jamming. We introduced two enhanced detection
algorithms:
» one employing signal strength as a
consistency check
» one employing location
information as a consistency check.
We evaluated the effectiveness of each
scheme through empirical experiments and showed
that each of the four jammer models we introduced
can be reliably classified using our consistency
checking schemes
24 Channd Surfing and Spatial Retreats:
Defenses against Wireless Denial of Service
Problem For mulation
In this paper we present two strategies that
may be employed by wireless devices to evade a
MAC/PHY-layer jamming-style wireless denial of
service attack. The first strategy, channel surfiasg
form of spectral evasion that involves legitimate
wireless devices changing the channel that they are
operating on. The second strategy, spatial retréesats
a form of spatial evasion whereby legitimate mobile
devices move away from the locality of the DoS
emitter. We study both of these strategies forethre
broad wireless communication scenarios: two-party
radio communication, an infrastructure wireless
network, and an ad hoc wireless network. We
evaluate several of our proposed strategies and
protocols through ns-2 simulations and experiments
on the Berkeley mote platform
Resear ch Design
Although there are many different scenarios
where a jamming-style DoS may take place, we will
focus on three basic classes of wireless networks
1.Two-Party Radio Communication: The two-party
scenario is the baseline case, in which A and B
communicate with each other on a specific channel.
As long as interferer X is close enough to eithesrA
B, Its transmission will interfere with the
transmission and reception of packets by A and B.
2.Infrastructured Wireless Networks:
Infrastructure wireless networks, such as cellular
networks or wireless local area networks (WLANS),
consist of two main types of devices: access points
and mobile de-vices. Access points are connected to
each other via a separate, wired infrastructure.
Mobile devices communicate via the access point in
order to communicate with each other or the Interne
The presence of an interferer, such asX0 orX1, tnigh
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make it impossible for nodes to communicate with
their access point.
3.Mobile Ad Hoc Wireless Networks: Ad hoc net-
works involve wireless devices that establish
opportunistic connections with each other in ortder
form a communication network.

Typically, ad hoc networks employ multi-hop routing
protocols in order to deliver data from one network
node to another. The presence of an interferer may
bring down whole regions of the network.

Findings
In this functional retreat plan must satisfy the
following two conditions:

(1) it must ensure that both parties leave the
adversary’s interference range;

(2) it must ensure that the two parties stay withi
each other’s radio range. In order to accompligise¢h
two requirements, we propose a three-stage protocol

» Establish Local coordinates

» Exit the Interference Region

» Move Into Radio Range
Conclusions and Limitations

In this paper, we have presented two

different strategies that may be employed to mitiga
the effects of this type of DoS attacks. The ratlen
behind both strategies is that legitimate wirelessrs
should avoid the interference as much as possible
because there is no way to combat the adversagy. Th
first strategy involves changing the transmission
frequency to a range where there is no interference
from the adversary. The second strategy involves
wireless users moving to a new location where there
is no interference.
2.5 Jamming-resistant Broadcast Communication
without Shared Keys

Problem Formulation

In this work, we focus on a related but
different problem for broadcast communication: How
to enable robust anti-jamming broadcast without
shared secret keys? Typical broadcast applications
share the need for authenticity and availability of
messages that are transmitted by base stations

(senders) to a large, unknown number of potentially
untrusted (malicious or selfish) receivers. In such
settings, a sender communicates to a dynamic set of
trusted receivers (i.e., the nodes are honest layt m
be unknown to the sender due to receiver dynamics)
or to untrusted receivers (which might be interdste
in obtaining the information themselves but demgyvi
others of it).

Resear ch Design

As a solution to the described problem, we
propose a scheme called Uncoordinated DSSS

(UDSSS) that enables authentic spread-spectrum
anti-jamming broadcast without the requirement of
shared secrets. UDSSS follows a similar approach as
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DSSS, it differs, however, in the following aspect:
the spreading code is not pre-defined but chosen by
the sender randomly out of a set of publicly avdda
codes. Since no receiver can predict the choidbeof
sender, UDSSS prevents dishonest receivers from
interfering with the communication (to other
receivers) while it enables them to obtain the
information themselves. After a certain time, every
receiver will succeed in identifying the correct
spreading code and its synchronization, thus
despreading the signal. The required dispreading ti
depends on the coding strategy, the size of the
spreading code set, and on the receivers’ proagssin
capabilities; we analyze this in detalil.
Findings
We will also show that UDSSS can achieve the same
performance as DSSS in the absence of jamming.
In summary, the main contributions of this work:are
» Identify anti-jamming broadcast without
shared keys as a relevant problem and we
show that it can be addressed using
uncoordinated spread-spectrum techniques.
» Propose a scheme called Uncoordinated
DSSS that supports broadcast anti-jamming
communication without shared keys and
enables communication in scenarios in
which DSSS cannot be used.
» Analyze the performance of UDSSS. We
show that a performance comparable to
DSSS can be achieved in the absence of
jamming and that the expected time for a
message transmission to ten receivers takes
less than 30 s on state-of-the-art systems
under high jamming-probabilities.
We demonstrate the feasibility of UDSSS by a
prototype implementation on a software-defined
radio Platform, the reception of a typical message
takes well below 20 s for 21 dB processing gain on
this system. We note that this time can further be
significantly reduced on a purpose-built platform
(e.g., like the ones used for GPS receivers).
Conclusionsand Limitations
We evaluated the performance and jamming
resistance of our DSSS scheme analytically, through
a prototype implementation, and by means of
simulations for single and multiple receivers. For
state-of-the-art system (about 6000MIPS), the
expected time for a message transfer to a grodj® of
receivers takes less than 30 s for a high jamming
probability of 80%. We accent that this time is
reasonably short, given that with common (key-
dependent) anti-jamming techniques the devices
would not be able to broadcast jamming-resistant
messages at all
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Existing System

e The MANETs are infrastructure-less
networks. The nodes are no need to follow
any fixed infrastructure to utilize the
network services.

* The absence of the dedicated link between
the wireless nodes leaves the
communication medium under threat.

e Any node can access the wireless link
anonymous to the wireless node at any time.

e If a link is captured by the adversary node,
then the communication through the link can
be overheard.

e The adversary nodes can access and
manipulate the data once they acquire the
link and can perform Jamming attacks.

* When the node captures the link, the node
captures the data, manipulate it and send the
same packet frequently to the destination
node.

e If the adversary node performs jamming
against any particular data, then it is
“Selective Jamming”.

» The data selected by the adversary for
selective jamming attack might be a priority
data.

» So, there is a need of proper security
mechanism to prevent the data from
adversary and to ensure secured
communication in the network.

I ssuesin existing system:
* No secret transmission
e Jamming attacks occurs
* No proper selective jamming

Proposed System

 Here, we propose a mechanism “Strong
Hiding Commitment Scheme” (SHCS) to
mitigate selective jamming.

e This method is based on cryptography
which involves keying techniques.

e In this technique, the data are hided within
the chain of several cryptographic keys.

« But the key used for hiding is refreshed and
a new key is used at particular intervals for
the same packet.

 The adversary node cannot read the data
hided inside, even though he can access the
link and data.

e The actual frequently changed keys are
needed for the adversary to decrypt and
read the message hided.

e The process involves
methods:

the following
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= Padding
= Permutation

e First, the message is divided into several
packets, and each packet is encrypted with
random key values.

» This key value is changed frequently to keep
the key values secret from the adversaries.

* The next step is padding. Here some bits are
added to the encrypted data to modulate the
data.

e Finally, the data is permuted and send to the
destination.

* So, the adversary node can access the link,
but he needs the refreshed key value to read
the hidden data, which is annoying to the
adversary.

Advantages
» Performance is high
» Selective jamming is efficient
»  Security is highly efficient

System Ar chitecture
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Algorithm
A strong hiding commitment scheme (shcs):
 PADDING
Symmetric encryption algorithm

Assume that the sender S has a packet m for R. First,
S constructs (C,d) = commit(m), where
C = E(m(m)), d=k.

Here, the commitment function Ej() is an off-the-shelf
symmetric encryption algorithm (e.g., DES or AES [27]), m
is a pub]jcly known permutation, and ke {0, 1}" is a
randomly selected key of some desired key length s (the
length of k is a security parameter). The sender broadcasts

(C||d), where "||” denotes the concatenation operation.
Upon reception of d, any receiver R computes

m =n7" (D)),

where 7! denotes the inverse permutation of 7. To satisfy
the strong hiding property, the packet carrying d is
formatted so that all bits of d are modulated in the last few
PHY-layer symbols of the packet. To recover d, any receiver
must receive and decode the last symbols of the transmitted
packet, thus preventing early disclosure of d. We now
present the implementation details of SHCS.

+  PERMUTATION

* CRYPTOGRAPHIC PUZZLE HIDING
SCHEME
The AONT-based hiding scheme contains

Brute force attacks against block

encryption algorithms

Sender § Receiver R

compute:

m | pad(m)

transform; ' ‘
m'=f(n| pad(m) __ ™ recciven

compute

m| pad(m)=/"'(m)
TeCover m

M odule Specification
Modules:
NETWORK CREATION AND
ROUTING:
«  JAMMING
IMPLEMENTATION
e RESULT ANALYSIS
e SHCS IMPLEMENTATION
* RESULT ANALYSIS
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* RESULT COMPARISON

ANALYSIS
Modules Description:
Module 1: Network Creation And Routing

In this module, a network is to be created.
First nodes are to be created and configured. Aésel
properties, storage are to be applied to the nodes.
Nodes are deployed randomly across the network. A
routing protocol is to be implemented across the
network. A sample routing is to be performed across
the network to check the connectivity.
Module 2: Jamming I mplementation

In this module, a jamming is to be created
across the network. First sender and receiver nodes
are selected. A communication is configured between
the source and destination. A jammer node is salect
among the nodes manually. This node is configured
to perform jamming across the network. this jammer
node selects the particular data packet that flgwin
through it and perform jamming and send the packets
with abnormal rate to the target node. The targeen
cannot receive the data packet with abnormal mate s
start to drop the data packets.
Module 3: Result Analysis

In this module, the impact of the jamming in
the network is to be analyzed. The results areqaot
as X-graph. The parameters like throughput, packet
drop are to taken from trace file of the ns2 ougmnd
graphs are plotted.
Module 4: Shcs | mplementation

In this module, SHCS module is to be
implemented. First the cryptographic keys are to be
generated using any cryptographic algorithm like
RSA. Then the data is divided into packets andethes
packets are encrypted using the newly created key.
Then some bits are added with the encrypted data as
padding process to hide the identity of the datawN
the data is permutated and transferred to the
destination node. The cryptographic key is refrdshe
periodically to hide the key from the jammer node.
Module 5: Result Analysis

In this module, the impact of the jamming in
the network is to be analyzed. The results araqaot
as X-graph. The parameters like throughput, packet
drop are to taken from trace file of the ns2 ougoud
graphs are plotted.
Module 6: Result Comparison Analysis

In this module, the graphs plotted in module
3 and 5 are to be configured. Based on the analysis
result decision is to be taken and the future werk
determined.

Softwar e Specification
Network Simulation
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In communication and computer network
research, network simulation is a technique where a
program models the behavior of a network either by
calculating the interaction between the different
network entities(host/routers, data links, packets)
using mathematical formulas, or actually capturing
and playing back observations from a production
network. The behavior of the network and the vagiou
applications and services it supports can then be
observed in a test lab,

Various attributes of the environment can
also be modified in a controlled manner to assess
how the network would behave under different
conditions. When a simulation program is used in
conjunction with live applications and services in
order to observe end-to-end performance to the user
desktop, this technique is also referred to awont
emulation.

Network Simulator

A network simulator is a piece of software
or hardware that predicts the behavior of a networ
without an actual network being present. The
network simulator is the program in charge of
calculating how the network would behave. Such
software may be distributed in source form (sofeyar
or packaged in the form of a dedicated hardware
appliance. Users can then customize the simulator t
fulfill their specific analysis needs. Simulators
typically come with support for the most popular
protocols in use today, such as IPv4, IPv6, UDH, an
TCP.

Uses of Network Simulators

Network Simulators serve a variety of
needs. Compared to the cost and time involved in
setting up an entire test bed containing multiple
networked computers, routers and data links, né¢wor
simulators are relatively fats and inexpensive.yThe
allow engineers to test scenarios that might be
particularly difficult or expensive to emulate ugin
real hardware — for instance, simulating the effext
a sudden burst in traffic or a DoS attack on a pdtw
service. Networking simulators are particularlyfuse
in allowing designers to test new networking
protocols or changes to existing protocols in a
controlled and reproducible environment.

Network simulators, as the name suggests
are used by researchers, developers and QA tordesig
various kinds of networks, simulate and then aralyz
the effect of various kinds of networks, simulatel a
then analyze the effect of various parameters en th
network performance. A typical network simulator
encompasses a wide range of networking
technologies and help the users to build complex
networks from basic building blocks like variety of
nodes and links With the help of simulators one ca
design hierarchical networks using various types of
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nodes like computers, hubs, bridges, routers, alptic
cross-connects, multicast router, mobile units,
MSAUS etc.

NS (SIMULATOR)

Ns or the Network simulator(also popuarl
called ns-2) is a discrete event network simulaltor.
is popular in academia for its extensibility(dueits
open source model) and plentiful online
documentation. Ns is popularly used in the
simulation of routing and multicast protocols, amon
others, and is heavily used in ad-hoc networking
research. Ns supports an array of popular network
protocols, offering simulation results for wireddan
wireless networks alike. It can be also used agdin
—functionality network emulator. Ns is licensed for
use under version 2 of the GNU General Public
License.

About TCL

Tool Command Language (TCL) is an
interpreted script language developed by Dr.John
Ousterhout at the University of California, Berkely
and now developed and maintained by Scriptics. Tcl
is comparable to : Netscape JavaScript Microsoft's
Visual Basic .The UNIX-derived Practical Extraction
and Reporting Language IBM’s Restructured
Extended Executor In general, script languages are
easier and faster to code in than the more stredtur
complied languages such as C and C++. Script
languages are sometimes considered good “glue”
languages for tying several compiled programs
together. Or, as stand-alone programs, they cawall
you to create simple but powerful effects on their
own. TcIBlend is a version of Tcl that can access
certain Java languages facilities. Tcl has a comgpan
program, Tool kit (Tk), to help create a Graphical
User Interface with Tcl.
About OTCL

OTCL is an object oriented extension of aietl
created by David Wetherall. It is used in network
simulator(NS-2) and usually run  under Unix
environment.
About GEDIT

GEDIT is a UTF-8 compatible text editor fo
the GNOME computer desktop environment.
Designed as a general purpose text editor, gedit
emphasizes simplicity and ease of use. It includes
tools for editing source code and structured teghs
as markup languages. It is designed to have a,clean
simple graphical user interface according to the
philosophy of the GNOME project ,and it is the
default text editor for GNOME.

Gedit includes syntax highlighting faarious
program code and text markup formats. Gedit also
has GUI tabs for editing multiple files. Tabs cam b
moved between various windows by the user. It can
edit remote files using GVFS(Gnome VFS is now
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deprecated) libraries. It supports a full undo eedb
system aS well as search and replace. Other typical
code orinted features include line numbering, beack
matching, text wrapping, current line highlightjing
automatic indentation and automatic file backup.
Some advanced features of gedit include
Multilanguage spellchecking and a flexible plugin
system allowing to dynamically add new features.

Conclusion

We evaluated the impact of selective
jamming attacks on network protocols such as TCP
and routing. Our findings show that a selective
jammer can significantly impact performance with
very low effort. We developed three schemes that
transform a selective jammer to a random one by
preventing real-time packet classification. Our
schemes combine cryptographic primitives such as
commitment schemes, cryptographic puzzles, and all-
or-nothing transformations with physical-layer
characteristics. We analyzed the security of our
schemes and quantified their computational and
communication overhead
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